l ipsMake.c.,m

TipsMake > Tech info >Attack the network >

[Infographic] 4 types of Phishing are easy to trap
users

Phishing often appears as areliable activity by legitimate companies or a reputable electronic information site
like eBay, Paypal, Gmail ..

Phishing attacks are also known under familiar names - Phishing . Phishing often appears as a reliable activity
of legitimate companies or areputable electronic information site such as eBay, Paypal, Gmail or online banksin
many different forms.

In this article, TipsMake.com introduces you to some of the most popular Phishing attacks. No matter what
form, you should know the basic ways to identify and prevent. Please follow the infographic below.

CAC LOAI TAN CONG PHISHING

4 HiNH THUC PHO BIEN NHAT CUA PHISHING

Phishing Ia gi?

Mat loai gian Ian thudng gia danh nhiing cdng ty ldn dé
danh cap cac thang tin nhay cam, nhu tén dang nhap, mat
khau hay thang tin vé cac loal the tin dung cla ngudi dung.

Theo thdng ke, 37% nguai ding khding the xac dinh
chinh xac dau |a email lira dao
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nhén dé kiém ti2n. Kiéu Phishing nay thutng dinh
kem cAc tép cai dat phan mem dac hai [én may
tinh hoéc lién két dén trang web bat hop phap dé
lira nan nhan chuyén giao dii ligu cd nhén

_— R

1% céc cudc tan cang mang tién tién bét dau hang email

Email Phishing
Emall lita ddo thutng xuat hign nhu mgt thyc thé
dang tin ciy vl myc dich dénh cip dif liu ca
b=

ngudi nhan sé md email va click vao lién ket lia dao

Goi dién (Vishing)

Cac cuHc dién thoal lifa dao dugc tdi pham
mang thuc hién bang cach mao danh cac
dich vu tai chinh, ngan hang dé du da
ngudi dung cung cap thang tin chuyén tién
hodc cdc thng fin nhay cam khac.

TIP: Han ché nhan cudc goi ir cac sd dién

Con s Vishing gay ton hal JRILENERERUIVEENR LT cap thing
trén toan cau I3 é tin cé nhan qua dién thoa

V0 kIO ye 9 +g USD mél ném




Hinh thtc ndy dugc thyc hién bang céch st dung

tin nhan véin ban dé du nan nhan ta1 phan mém

ddc hal xudng thiet by, truy cap trang web lita

dao hodic gol tdi sd dign thoal gla mao. SQEV

Tin nhan dang SMiShing ciing ca thé gui mat hanh o dl‘ﬁm

ddng ngay lap tuc, yeu cau thang tin bao méat va smartphane cai dt

chi figt tai khodn cd nhan cuachusihilu. — phan mém anti-virus
TIP: Khdng tra |gi tin nhan hodc nhap vao trén dign thoal

bat ky lién két nao. X6a tin nhan va chin
s ngui gli ngay lap tic.




Trong cac cufc tan cong lira déo su dyng USB, 101
pham mang danh vao tam Ij nan nhan khi thutng
"b6 quén" cac thiét bj USB dé ngudi sif dung sé
cdm vao may tinh cia minh vdl myc dich fim chi
nhan cia thiét by. Cac 6 USB nay duge sif dung dé
tigm ma dac, chuyén hudng ban dén cac trang web
Mot cudc tin cong U@ déo hodc cap cho hacker quyén truy cap véo
Phishing vao nhilng to  Méu tinh ca nhan
T RUTRLI 717 Lugn canh gidc va chdng lal sy cam d khi
A TR LR ban mudn dua mat chiéc USB "ty nhién bt

1.6 trieu USD dugc" vao may tinh ciia minh chi dé xem nhiing
) gl trén do. Thay vao dd, hay dem nd Ién b phan
CNTT cd chuyén man dé xi g
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4 most popular forms of phishing

1. Email Phishing

2. Caling (Vishing)
3. Texting (SMiShing)
4. USB trap

Email Phishing

Phishing emails often appear as a trusted entity for the purpose of stealing personal data to make money.
This Phishing type often attaches malware installation files to a computer or links to illegal websites to trick
victims into transferring persona data.

Statistics show that up to 91% of advanced network attacks start with email, 50% of recipients will open the
email and click on the phishing link. This data shows that phishing by email is an extremely effective way to be
used by cyber criminals.

1. How to identify and prevent phishing attacks via fake email

Calling (Vishing)

Fraudulent phone calls made by cybercrime by imper sonating financial and banking services to entice users
to provide money transfer information or other sensitive information.



Global damage Vishing figures are about $ 46.3 billion per year .

TIP: Limit receiving calls from strange phone numbers and never provide personal information over the phone.
Texting (SMiShing)

This is done by using text messages to lure victims to download malwar e onto their phones, access phishing
websites or call fake phone numbers. The SMiShing message can also be towing, prompting the victim to trust
leading to an immediate action such as asking for the owner's security information and personal account details.

A recent survey by Pew Research reported that only 32% of smartphone users have installed anti-virus software
on their phones. So the possibility of telephone phishing attacks still reachesits goal is quite high.

TIP: Do not reply to the message or click on any link. Delete messages and block the number of senders
immediately.

USB trap

In fraudulent attacks using USB, cybercriminals hit the victim's psychology when they often "forgot" USB
devices so that users would plug into their computers for the purpose of finding the owner of the device. .
These USB drives are used to inject malicious code, redirect you to phishing sites or give hackers access to
personal computers.

A Phishing attack on medium-sized organizations will "evaporate" about $ 1.6 million each time.

So stay aert and resist the temptation when you want to get a "naturally caught" USB device into your computer
just to see what's on it. Instead, bring it to the specialized I T department for processing.

Be car eful and protect your self from Phishing attacks!

Y ou finished reading the article "[I nfographic] 4 types of Phishing are easy to trap users' edited by the
TipsM ake team. We hope this article has provided you with many useful tech tips and tricks. Y ou can search for
similar articles on tips and guides. Thank you for reading and for following us regularly.
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